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THE INSTITUTION OF PERSONAL DATA 
IN THE LEGISLATION OF THE USA 

AND EUROPEAN COUNTRIES

This article examines the institution of person-
al data as refl ected in the legislation of the United 
States and European countries, focusing on its 
conceptual foundations, regulatory structures, and 
practical applications. It examines how personal 
data is recognized and protected as a fundamental 
human right in Europe, based on instruments such 
as the European Convention on Human Rights 
and implemented through the General Data Pro-
tection Regulation (GDPR), and shaped in the US 
through constitutional interpretation, sector-spe-
cifi c legislation, and common law doctrines. The 
main purpose of the article is to provide a compara-
tive analysis of these two different legal models and 
highlight their different aspects. The article exam-
ines both systems in depth, explaining how personal 
data protection varies across jurisdictions and how 
these differences impact legal practice, policy devel-
opment, and international data governance. From 
a practical perspective, the study is of signifi cant 
importance to legal professionals, researchers, and 
businesses operating in a global digital environ-
ment. This helps stakeholders better understand 
compliance requirements, particularly in the area 
of   cross-border data processing, and highlights the 
challenges of harmonizing different regulatory re-
gimes. Furthermore, the article contributes to the 
ongoing debate on the need to harmonize privacy 
standards and develop effective legal mechanisms 
to address emerging issues such as artifi cial intel-
ligence, digital surveillance, and global data fl ows. 
The article emphasizes that both the US and Europe 
aim to protect confi dential personal data, but their 
approaches differ fundamentally. Understanding 
these differences is important not only for academic 
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analysis but also for practical decision-making in 
an increasingly interconnected and data-driven 
world.

Keywords: European Union, United States 
legislation, personal data, data protection, legal 
comparison.

Introduction
The institution of personal data occupies a 

central, but structurally different, place in the 
legal systems of the United States and Euro-
pean states. While both systems recognize the 
importance of protecting personal data from 
unlawful intrusion, their legal philosophies, 
legislative frameworks, and regulatory mecha-
nisms differ signifi cantly.

The institution of personal data 
in the European legal system

In European legal systems, the institution 
of personal data is established as a fundamen-
tal human right, deeply rooted in both nation-
al constitutional traditions and interstate legal 
frameworks. According to D.J. Solove, the 
concept of confi dential personal data includes 
not only the confi dentiality of information, but 
also the protection of the personal autonomy 
of the individual [10]. European states view 
privacy not only as a legitimate interest, but 
also as a fundamental component of human 
dignity, autonomy, and a democratic society. 
This is a consistent and principled model. It is 
based on Article 8, entitled “Right to respect 
for private and family life”, of the Conven-
tion for the Protection of Human Rights and 
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Fundamental Freedoms, signed in Rome on 
November 4, 1950 (the Republic of Azerbaijan 
ratifi ed this Convention by the Law dated De-
cember 25, 2001) [7] and the Convention for 
the Protection of Individuals with regard to 
Automatic Processing of Personal Data, signed 
in Strasbourg on January 28, 1981 (the Re-
public of Azerbaijan acceded to this Conven-
tion by the Law dated September 30, 2009) 
[8]. This document is also called Convention 
No. 108 [2].

We consider it necessary to state that the 
Convention of November 4, 1950 does not 
contain a specifi c article entitled “protection of 
personal data”. The protection of the said data 
is ensured by the European Court of Human 
Rights’ broad interpretation of Article 8 of the 
Convention. The aforementioned Court’s deci-
sions have shown that the interference referred 
to in Article 8 of the Convention covers not 
only direct interferences (for example, house 
searches) but also indirect interferences such as 
the collection, storage, use and dissemination 
of personal data.

The judgments of the European Court of 
Human Rights state that protection essentially 
concerns:

1) Personal data is part of the concept of 
“private life”, that is, the concept of “private 
life” also includes the protection of personal 
data. In other words, the unauthorized collec-
tion, storage or dissemination of information 
about a person (name, address, health, tele-
phone conversations, etc.) is an interference 
with the right protected by Article 8.

2) The requirement to justify the interfer-
ence: If a state or a public authority processes 
personal data (e.g. police databases, hospital 
records, etc.), this must be in accordance with 
Article 8(2) and must be in accordance with the 
law, pursue a legitimate aim and be necessary 
in a democratic society [3].

According to the legal position of the Eu-
ropean Court of Human Rights in the case of 
Peck v. the United Kingdom, the broadcasting 
of images of a person attempting suicide in the 
street to the media by a local authority without 
obtaining their consent and without concealing 
their identity constitutes an unjustifi ed inter-
ference with their private life and a violation of 
Article 8 of the Convention [4].

Thus, the provision “Right to respect for 
private and family life” has been dynamically 
interpreted by the European Court of Human 
Rights. The Court expanded the scope of “pri-
vate life” to include privacy of information, per-
sonal identity (personal identity is understood 
as the sum of an individual’s self-perception, 
values, character and social roles), reputation, 
gender identity and protection from excessive 
state surveillance.

As a result, the concept of privacy in Europe 
is broad, fl exible and very sensitive to modern 
challenges such as digital data processing and 
biometric identifi cation. 

Article 8 of the Charter of Fundamental 
Rights of the European Union (this document, 
which includes 7 (seven) chapters and consists 
of 54 (fi fty-four) articles), which supplements 
the framework of the European Convention 
on Human Rights and was declared in Nice, 
France, on 7 December 2000 and entered into 
force on 1 December 2009, has raised the pro-
tection of personal data to the level of a funda-
mental right. This article states: 

1. Everyone has the right to the protec-
tion of personal data concerning him or her. 

2. Such data must be processed fairly for 
specifi ed purposes and on the basis of the con-
sent of the person concerned or some other le-
gitimate basis laid down by law. Everyone has 
the right of access to data which has been col-
lected concerning him or her, and the right to 
have it rectifi ed. 

3. Compliance with these rules shall be sub-
ject to control by an independent authority [4].

The concept of the Charter’s rights is based 
on a set of the most important moral and le-
gal values, the central link of which is human 
dignity, and the connecting elements are the 
principles of universality and indivisibility of 
the enshrined rights. The principle of indivis-
ibility is intended to bring together the degrees 
of guarantee of civil, political, economic, social 
and cultural rights.

Data protection, in accordance with Arti-
cle 8 of the Charter, is distinguished from the 
broader concept of privacy and the risks associ-
ated with the automated processing of personal 
data in the digital era are acknowledged.

The Charter imposes obligations on author-
ities and member states requiring that personal 
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data be processed fairly, for specifi ed purposes, 
on a lawful basis and subject to independent su-
pervision.

Article 53 of the Charter states: “Nothing in 
this Charter shall be interpreted as restricting 
or adversely affecting human rights and fun-
damental freedoms as recognised, in their re-
spective fi elds of application, by Union law and 
international law and by international agree-
ments to which the Union or all the Member 
States are party, including the European Con-
vention for the Protection of Human Rights 
and Fundamental Freedoms, and by the Mem-
ber States’ constitutions”.

The General Data Protection Regulation 
(GDPR), adopted by the European Union on 
April 27, 2016 and effective from May 25, 2018, 
gives individuals greater control over their per-
sonal data and requires transparency in data 
processing [5].

This document is not a recommendation, 
but a binding one and must be directly appli-
cable in the member states of the European 
Union, and also applies to all companies and 
institutions that collect and process the data of 
European citizens.

The European approach to regulating the 
right to the protection of personal data is based 
on the understanding of this right as one of the 
fundamental, basic rights of a person living in 
the information society [9, p. 52].

The General Data Protection Regulation 
represents a paradigm shift towards a regu-
latory model based on prevention and ac-
countability. Rather than simply reacting to 
breaches, it places proactive obligations on 
data controllers and processors, requiring 
them to implement technical and organiza-
tional measures (the principles of “privacy by 
design” and “privacy by default”) to ensure 
compliance from the outset. This includes 
conducting data protection impact assess-
ments, keeping records of processing activities 
and appointing data protection offi cers where 
necessary.

Under the General Data Protection Regu-
lation, individuals, known as data subjects, are 
granted a number of enforceable rights. These 
include the right to access their personal data, 
the right to have inaccurate data rectifi ed, the 
right to erasure (often known as the “right to 

be forgotten”), the right to restriction of pro-
cessing, the right to data portability, and the 
right to object to certain types of processing, 
including automated decision-making and pro-
fi ling. These rights allow individuals to control 
their personal data in a meaningful way and 
to object to unlawful or disproportionate data 
practices.

The effectiveness of this framework is 
strengthened by a network of independent 
supervisory authorities coordinated at Euro-
pean Union level through bodies such as the 
European Data Protection Board (EDPB) in 
each Member State. These authorities have 
signifi cant investigative and corrective powers, 
including the power to impose signifi cant ad-
ministrative fi nes in cases of non-compliance. 
This strong enforcement mechanism ensures 
that privacy protection is actively enforced not 
only in theory but also in practice.

Furthermore, the General Data Protection 
Regulation is based on a number of fundamen-
tal principles that shape all data processing 
activities. These include lawfulness; fairness; 
transparency (ensuring that individuals are 
adequately informed); purpose limitation (lim-
iting the use of data to specifi c and legitimate 
purposes); data minimization, requiring only 
the collection of necessary data; accuracy (en-
suring that data is kept up to date); retention 
(preventing indefi nite retention); integrity and 
confi dentiality (protecting data from unauthor-
ized access or breaches). 

At the current stage, the protection of per-
sonal data is perceived by European lawyers 
as a set of horizontal rules of action that apply 
more broadly than the regulation of internal 
market issues [9, p. 52].

The Court of Justice of the European 
Union (CJEU) in its Decision of 16 July 2020 
in the case of “Data Protection Commissioner 
v Facebook Ireland and Maximillian Schrems” 
(Case-311/18) or “Schrems II” for short, states 
that the United States national security pro-
grams (FISA, Executive Order 12333) do not 
comply with the “principle of proportionality” 
required by the European Union. US law al-
lows intelligence agencies to access data beyond 
what is “strictly necessary” and does not pro-
vide effective judicial protection for EU citizens 
against such intrusions [6].
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The Court of Justice of the European Union 
has generally held that Standard Contractual 
Clauses (SCCs) are valid. But that doesn’t mean 
SCCs can be used with ease. Because the court 
decision states that companies exporting data 
(meaning companies in the European Union) 
must analyze the laws of the country to which 
the data is sent “on a case-by-case basis” before 
relying on SCCs. If the laws of that country do 
not provide protection in line with European 
Union standards (as in the USA), the company 
must take additional measures (e.g. encrypting 
the data) or, if that is not possible, stop the data 
transfer. 

The ruling fundamentally changed the 
practices of thousands of companies exchang-
ing data between the European Union and the 
United States. The case follows a complaint 
fi led in 2013 by Austrian privacy activist M. 
Schrems. He sued Facebook over the legality of 
transferring data from its Irish subsidiary to its 
US parent company, arguing that US law (par-
ticularly due to the broad powers of intelligence 
agencies) did not adequately protect the data of 
European Union citizens in the US. This was 
his second major victory, after the “Schrems I” 
case, which overturned the Safe Harbor frame-
work.

Privacy is not perceived as a commodity or 
a mere economic interest, but as a fundamen-
tal element of individual freedom and social 
order. This perspective places a positive obli-
gation on states to actively protect individuals 
from both public and private interference, and 
explains why European law has adopted strict-
er standards in areas such as international data 
transfers and requires that personal data leav-
ing the European Union be provided with an 
“adequate level of protection”.

In the United States, however, the legal 
framework governing privacy is characterized 
by a pluralistic, decentralized, and sector-spe-
cifi c structure. In the United States, privacy 
has developed not as a single, explicit consti-
tutional right, but through a combination of 
constitutional interpretation, judicial doctrine, 
legislation, and common law principles. This 
multi-layered development refl ects the broader 
structure of the American legal system, where 
individual rights are generally determined by 
inference rather than by explicit enumeration.

The right to privacy is not explicitly stated 
in the U.S. Constitution. Instead, it has been 
derived through judicial interpretation of vari-
ous amendments to the Bill of Rights and sub-
sequent constitutional provisions. The Fourth 
Amendment to the U.S. Constitution plays a 
particularly central role by protecting individu-
als from unreasonable searches and seizures by 
the government. Over time, the U.S. Supreme 
Court has interpreted this amendment to ex-
tend beyond physical intrusions, including 
electronic surveillance and data collection, par-
ticularly where individuals have a “reasonable 
expectation of privacy”.

Furthermore, the First Amendment to the 
United States Constitution indirectly contrib-
utes to the protection of privacy by guarantee-
ing freedom of association, thereby limiting 
undue government interference with individu-
als’ allegiances and beliefs. The Fourteenth 
Amendment to the United States Constitution 
has also been infl uential through the substan-
tive due process doctrine used to recognize 
rights related to privacy, particularly in areas 
such as family life, marriage, and personal au-
tonomy. Important court decisions, even if not 
explicitly stated in the text, have often relied on 
this interpretive approach to defi ne what is of-
ten called the “constitutional right to privacy”.

In addition to constitutional law, privacy 
protection in the United States is shaped sig-
nifi cantly by common law doctrines, particular-
ly the tort of “invasion of privacy”. Developed 
through court decisions and legal research, this 
concept allows individuals to seek legal rem-
edies for four main types of harm: invasion of 
privacy, public disclosure of personal informa-
tion, false impression, and unauthorized use of 
a name or likeness. These rights violations pro-
vide an important mechanism for addressing 
interferences committed by private actors, i.e., 
ordinary citizens, companies, neighbors, etc., 
rather than the state, especially in cases where 
legal protection is limited or non-existent. 
However, a defi ning feature of the American 
approach is the lack of a single, comprehensive 
federal data protection law similar to Europe’s 
GDPR. Instead, the US relies on a sectoral reg-
ulatory model, in which privacy is governed by 
a mix of federal and state laws targeting specifi c 
sectors, categories of data, or types of subjects. 
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For example, the Privacy Act of 1974 regulates 
the processing of personal information by fed-
eral government agencies and establishes prin-
ciples of notice, access, and correction. In the 
healthcare sector, the Health Insurance Porta-
bility and Accountability Act (HIPAA) provides 
detailed protections for medical information, 
while the Children’s Online Privacy Protection 
Act (COPPA) addresses the collection of per-
sonal information from children under 13 in 
online environments.

State-level privacy regulation is becoming 
increasingly dynamic and effective. One of the 
most notable examples is the California Con-
sumer Privacy Act, which gives California resi-
dents specifi c rights regarding their personal 
information; these rights include the right to 
know what information is collected, the right to 
request deletion, and the right to opt out of the 
sale of personal information. Similar laws have 
since been passed in other states, contributing 
to an increasingly complex regulatory environ-
ment. Despite these developments, protections 
generally vary signifi cantly depending on the 
jurisdiction, the industry, and the nature of the 
information involved.

Another key aspect of the US system is its 
reliance on regulatory enforcement and mar-
ket-based mechanisms. Agencies such as the 
Federal Trade Commission (FTC) play a central 
role in overseeing privacy practices, primarily 
through their authority to prevent unfair or 
deceptive business practices. Enforcement ac-
tions have generally focused on whether com-
panies are complying with their privacy policies 
or misleading consumers, rather than on a uni-
versal standard of data protection. This refl ects 
a broader focus on consumer protection rather 
than on treating privacy as an absolute or in-
alienable right.

Key differences between the European 
Union and US approaches

The differences between European and 
United States privacy law are not merely 
technical, but also reflect deep structural, 
philosophical, and institutional differences 
in how each system understands the rela-
tionship between the individual, the state, 
and the market. These differences manifest 
themselves in a multifaceted way that shapes 

the scope and effectiveness of privacy pro-
tections.

First, the philosophical underpinnings of 
privacy law differ signifi cantly. In Europe, pri-
vacy is considered a fundamental human right 
related to human dignity, autonomy, and per-
sonal identity. This perspective is enshrined in 
documents such as the European Convention 
on Human Rights and reinforced by the Char-
ter of Fundamental Rights of the European 
Union, where privacy and data protection are 
recognized as essential components of a demo-
cratic society. In contrast, the US takes a more 
pragmatic and functional approach. Privacy is 
generally framed as an interest that must be 
balanced against competing values   such as na-
tional security, freedom of expression, and eco-
nomic effi ciency. Rather than being absolute, it 
is usually reserved in contexts where harm can 
be proven or specifi c risks can be identifi ed.

The second signifi cant difference is in the 
regulatory structure. The European Union has 
created a single and comprehensive framework 
through the General Data Protection Regula-
tion (GDPR), which is uniformly applied across 
member states and ensures a high degree of le-
gal harmonisation. This ensures consistency in 
both rights and obligations regardless of where 
data processing takes place within the Euro-
pean Union. In contrast, the United States op-
erates under a fragmented system of federal 
laws, state laws, and sector-specifi c regulations. 
Different sectors, such as healthcare, fi nance, 
and education, are subject to different legal re-
gimes, and states can enact their own privacy 
laws with different standards. This patchwork 
structure can lead to inconsistencies, legal un-
certainty, and uneven levels of protection.

The scope and nature of individual rights 
also vary signifi cantly. European law recognizes 
a broad and proactive set of rights that apply 
regardless of whether individuals have been 
harmed or not. Under the GDPR, individuals 
have the right to access, rectify, erase and con-
trol the use of their personal data, as well as the 
right to be protected from automated decision-
making processes. These rights are designed to 
give individuals continued control over their 
information lifecycle. Privacy rights in the US 
are generally more limited and conditional. Of-
ten this depends on the type of data, the area 



131

Babayeva P.B. - The institution of personal data in the legislation of the USA...

in which it is processed, or the jurisdiction in 
which the individual resides. Furthermore, US 
legislation often relies on “notice and choice” 
mechanisms; these mechanisms expect indi-
viduals to protect their privacy by consenting 
to or opting out of data practices, rather than 
benefi ting from universally guaranteed rights.

Another important area of   difference is en-
forcement and institutional control. In Europe, 
enforcement is carried out by independent 
supervisory authorities in each member state, 
which have strong investigative and corrective 
powers, including the ability to impose signifi -
cant administrative fi nes. These bodies operate 
within a coordinated framework that ensures 
consistent application of the law across the Eu-
ropean Union. In the US, enforcement is more 
decentralized and often reactive. Agencies like 
the Federal Trade Commission (FTC) play a 
leading role, but their authority is generally 
limited to addressing unfair or deceptive prac-
tices, rather than enforcing a comprehensive 
privacy regime. Additionally, individuals often 
resort to litigation to seek solutions, which can 
be costly and inconsistent.

Finally, international data transfer high-
lights the practical implications of these differ-
ent approaches. The difference between EU 
and US standards has historically created legal 
diffi culties for transatlantic data fl ows, as the EU 
requires that personal data transferred outside 
the EU have an “adequate” level of protection. 
Mechanisms such as the EU-US Data Privacy 
Frameworks have been developed to address 
this gap and align US practices with European 
expectations. However, these frameworks have 
faced ongoing scrutiny and legal challenges, re-
fl ecting the diffi culty of reconciling two funda-
mentally different legal philosophies.

Current developments in Privacy Law
Recent developments in privacy law dem-

onstrate that the regulation of personal data is 
undergoing a period of rapid transformation, 
driven by technological innovations, geopoliti-
cal dynamics, and increasing public awareness 
of digital rights. Both the US and Europe are 
actively adapting their legal frameworks to re-
spond to emerging challenges such as artifi cial 
intelligence, mass data collection, cross-border 
data fl ows, and state surveillance. But these 

developments continue to refl ect fundamental 
structural differences between the two systems.

One of the most notable current issues in 
the United States is the increasing use of digital 
surveillance technologies by law enforcement 
agencies. This is particularly true with the in-
troduction of geo-fence warrants. These orders 
allow authorities to request location data from 
technology companies to identify all devices 
located in a specifi c geographic area during a 
specifi c period of time. This practice has raised 
signifi cant constitutional concerns and has 
come under increasing scrutiny before the U.S. 
Supreme Court. Critics argue that such broad 
information requests may violate the Fourth 
Amendment’s requirements for specifi city and 
individualized suspicion and effectively enable 
forms of mass surveillance. Proponents high-
light its benefi ts in criminal investigations, par-
ticularly in serious cases where traditional in-
vestigative methods may be inadequate. These 
arguments highlight a broader tension in US 
law between public safety goals and the protec-
tion of individual privacy in the digital age.

Conclusion
As a result, while both the United States 

and European countries recognize the impor-
tance of personal privacy, they have fundamen-
tally different legal traditions. The European 
model is based on human rights and compre-
hensive regulation, while the American system 
focuses on fl exibility, sector-specifi c rules, and 
market-based protections. As digital technolo-
gies continue to expand and cross-border data 
fl ows intensify, the interplay between these two 
models will remain a critical issue in global le-
gal and policy debates on privacy.
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